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* reports on the 2018 insurance program and policy revisions

+ reviews statistics on claims and potential claims

+ details three ‘social engineering’ scams that hit BC law firms in 2017

+ highlights LIF resources that explain what’s covered under the compulsory policy,

and what's not

+ reports on feedback on the Part B, Trust Protection Coverage experience from victims

of lawyer theft

The 2018 program and policy

THE LAWYERS INSURANCE FUND (LIF)
manages the Law Society’s insurance pro-
gram for BC lawyers. The program provides
professional liability insurance for negli-
gence (Part A), trust protection coverage
for dishonest appropriation (Part B) and
trust shortage liability insurance for reli-
ance on fraudulent certified cheques or
misrepresentations (Part C).

Insurance assessment

After seven consecutive years of maintain-
ing the insurance fee at $1,750, the Bench-
ers approved a modest increase of $50 to
set the 2018 fee at $1,800. The decision
was based on a number of factors. Part
A (negligence) claims continue to trend
upwards in both frequency (number of
claims) and severity (payments on claims).
More payments are expected under Part C
(trust shortage liability) as a result of the
expanded coverage for certain social en-

gineering scams introduced last year, and
some significant payments are expected
on Part B coverage for lawyer theft. Given
these factors, and recognizing that a small
early adjustment may avoid more substan-
tial increases later, the Benchers approved
the increase. However, BC lawyers con-
tinue to benefit from a fee that compares
very favourably with other Canadian pro-
grams (see chart on page 2). Further, unlike
other programs, this single fee is all that is
charged for both negligence (Part A) and
theft (Part B) insurance.

Compulsory policy wording

LIF issued a consolidated policy for 2018,
which was included with the December
2017 Member’s Manual amendment pack-
age. Other policies and endorsements issued
since 2000 are available on the Law Society’s
website (Support and Resources for Law-
yers > Lawyers Insurance Fund > Insurance
Program Overview > Policies and Endorse-

Lawyers
Insurance
Fund

ments). For 2018, only a few small changes
are made to clarify the policy’s intent.

General

Declaration 3 sets out the limits of liabil-
ity, and Declarations 3(a) and 3(e) set out
the per-claim limits for Parts A and C. The
wording relating to those limits is amended
slightly to clarify that for any given claim,
the limits of coverage include all related
claims expenses and deductibles.

“Professional services” clarified

Lawyers in private practice are sometimes
asked by clients to act as executors or in
similar fiduciary capacities, or as patent or
trademark agents. Revisions are made to
paragraph (d) of the definition of “profes-
sional services” to emphasize that, in order
to attract coverage for these services, both
the services provided and the related ap-
pointment or retainer must be connected
with and incidental to the lawyer’s practice
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of law. The revisions clarify that the policy
does not respond to claims against lawyers
who are appointed as a result of, for exam-
ple, a familial relationship as opposed to a
solicitor-client relationship.

A review of claim and potential
claim reports

Part A (negligence)

The chart on page 3 shows the num-
ber of reports and their frequency (re-
ports divided by insured lawyers) over
the past five years. The two charts on
page 4 provide more information about
the specific claims experience in 2017
by area of law. The first chart shows
the percentage of reports generated
by the different areas of practice. Civil
litigation — plaintiff and Motor vehicle —
plaintiff continue to account for roughly
one-third of all reports. These areas at-
tract a higher risk of a missed deadline
or “settlers’ remorse” claim, and the re-
ported claims activity likely reflects that
risk. The second chart shows the areas
of practice according to severity — the
actual or expected cost of reports.
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Part B (theft)

In the 14 years that have passed since
this coverage was introduced, total com-
pensation of $1,155,000 has been paid
relating to 80 claims involving 25 differ-
ent lawyers. Given the 8,000 or so law-
yers in private practice, our claims ex-
perience continues to demonstrate the
very small number of lawyers involved in
misappropriations.

In 2017, seven claims were paid on be-
half of five different lawyers, totaling ap-
proximately $45,000:

« A payment of $4,700 was made to a
claimant who inadvertently overpaid
retainer funds to a lawyer for a patent
application, and the lawyer failed to
return the overpayment.

« A payment of $1,500 was made on
behalf of a lawyer who accepted re-
tainer funds to pursue a small claims
action. The lawyer did not complete
the work and did not return the funds.
A total of $2,950 has now been paid
on behalf of this lawyer under Part B.

+ A payment of $2,700 was made on
behalf of a lawyer to whom a retainer
was paid to complete the probate of
a will. The lawyer provided no servic-
es and kept the retainer funds.
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+ Three payments totaling $7,800 were
made on behalf of a lawyer who was
retained to act in various matrimonial
matters. The lawyer misappropriated
the retainer funds without providing
any services in each case. A total of
$9,800 has now been paid on behalf
of this lawyer under Part B.

+ A payment of $29,400 was made on
behalf of a lawyer who misappropri-
ated settlement funds held in trust
after the conclusion of a matrimo-
nial matter.

The first four lawyers are no longer mem-
bers of the Law Society, and the fifth is
deceased.

Other claims in 2017 were either with-

2017 INSURANCE PREMIUMS

Alberta

Quebec (Notaires)
Ontario

Prince Edward Island
New Brunswick
Northwest Territories
Nunavut

Yukon

Nova Scotia

British Columbia
Newfoundland
Manitoba
Saskatchewan

Quebec (Barreau)

$4,038
$3,750
$2,950
$2,900
$2,477
$2,030
$2,015
$1,990
$1,875
$1,750
$1,655
$1,645
$1,280
$950
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drawn or abandoned by the claimants or
did not involve misappropriation. In the re-
maining reports, the claimants are not ac-
tively pursuing a Part B claim, or we are not
yet in a position to determine if the claim is
properly payable.

In 2017, we recovered $6,000 on be-
half of two lawyers for whom we had paid
Part B claims — we have now successfully
recovered a total of over $47,000 from
these two lawyers. We also sued one for-
mer member for amounts paid under Part
B, and that claim is ongoing.

Part C (trust shortage liability)

Part C provides some insurance for “social
engineering” frauds, the scams that trick a
lawyer into willingly paying funds out of trust
through the intentional misrepresentation of
some material fact. When it was introduced
in 2012, Part C responded to lawyers tar-
geted by the “bad cheque” social engineer-
ing scam. Part C was expanded last year to
provide some coverage for other social en-
gineering frauds, such as the "phony change
in payment instructions” or “phony direction
to pay from a senior partner, staff member
or other lawyer.” In 2017, we received Part C
reports from three BC law firms:

¢ In a variation of the “bad cheque”

scam, a firm was contacted by an
overseas business to facilitate the sale

of a large piece of construction equip-
ment. The firm received a bank draft
for the purchase of the equipment
that was drawn on a Canadian bank
and looked completely real. The law-
yer sent the money on, only to later
discover that the draft was fraudulent.

In a “phony change in payment in-
structions” scam, a firm holding
sale proceeds in trust for a real es-
tate client had instructions to pay
out the private lender. The firm re-
ceived a change in payment instruc-
tions via email from someone the
firm believed was the client’s lender
but who was, in fact, a fraudster.
The firm redirected millions of dol-
lars in sale proceeds to the fraud-
ster. In this case, the email address
used by the fraudster was identical
to that used by the client’s lender,
except for one letter.

In a “phony direction to pay” scam,
the perpetrators hacked a firm's
computer and then monitored the
firm’s email traffic for some time
before making their move. As soon
as the lawyer was on holiday, the
fraudsters appear to have sent an
email, directly from the lawyer’s own
email account, urgently requesting
that the lawyer’s assistant immedi-

ately transfer funds to a client’s bank
account (in reality, the fraudsters’
account). Although the assistant at-
tempted to reach the lawyer to con-
firm the instructions, the hackers in-
tercepted and blocked her telephone
calls. In addition, they responded to
her email request to the lawyer to
please telephone her by sending an
email, again from the lawyer’s ac-
count, advising that he was tied up
and unable to speak. The funds were
transferred, leaving the firm with a
significant trust shortage.

Don’t get caught in 2018. Learn about
these scams and the steps that you can
take to avoid them. Review our website
material on the bad cheque scam —includ-
ing the list of names and documents used
by fraudsters — and on other social engi-
neering scams, including phony changes
in payment instructions. In addition, share
the Law Society’s email fraud alerts with
your staff.

And remember, if you receive any re-
quest to transfer funds or any change in
payment instructions, consider the possibil-
ity that a fraudster is at work. Ensure every
request is verified through direct, in-person
contact with the author. Establish protocols
for transferring funds and adhere to them.
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FREQUENCY OF REPORTS BY AREA OF LAW - 2017

Civil litigation - plaintiff 17%
Motor vehicle - plaintiff

Real estate - residential
Family

Civil litigation - defendant
Wills and estates

Corporate

Real estate - commercial
Commercial - other
Administrative

Creditors' remedies - plaintiff
Tax

Commercial lending - lender
Intellectual property

Motor vehicle - defendant
Criminal

Securities

Creditors' remedies - defendant

Commercial lending - borrower

SEVERITY OF REPORTS BY AREA OF LAW - 2017

Civil litigation - plaintiff 16%
Real estate - commercial
Commercial - other

Motor vehicle - plaintiff

Real estate - residential
Commercial lending - lender
Civil litigation - defendant
Creditors' remedies - plaintiff
Corporate

Tax

Wills & estates

Family

Administrative

Creditors' remedies - plaintiff
Commercial lending - borrower
Securities

Intellectual property

Motor vehicle - defendant

Criminal
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Your compulsory policy:
What's covered and what'’s not

You'll notice a brand new flag in this Insur-
ance Issues. Are you insured for that risk?
(page 2) repeats our biggest risk manage-
ment message of 2017:

As a lawyer in private practice, you face
risks. And because potential risks can
turn into unpleasant realities, effec-
tive risk management begins with un-
derstanding what’s covered under the
compulsory policy — and what'’s not.
By appreciating your exposure to un-
coveredrisks, you can either avoid them
entirely or buy other insurance that will
respond if you do get tripped up.

Coverage under the compulsory policy
is generous. However, as with every in-
surance program, there are limits. Good
stewardship of the fund means provid-
ing reasonable coverage with limits that
protect it from inordinate, unpredictable
risks, particularly in situations in which
they can be effectively managed by firms
and insured through the commercial mar-
ket. That’s why we focused last year on the
“are you insured for that risk?” message.
We delivered the message, along
with the tools lawyers need to under-
stand and manage the risk of uncovered

- LAWYERS INSURANCE FUND

» C. Cooper-Stephenso;

Two of our claims counsel, Maryanne Prohl and Coran Cooper-Stephenson presenting
Under the covers: Discover the insurance you need to sleep safe and sound.

risks, in various ways. As the resources
that we developed will help you stay safe
againin 2018 and in the future, here’s the
comprehensive list:

« We published 'Cover Pages: A guide
to insurance for private practitio-
ners’. This short, easy-to-read bro-
chure gives you a handy summary
of the risks that you face as a practi-
tioner and as a business person, and
the insurance that’s either provided
through the compulsory policy or
available for purchase through your
broker. It starts with an overview of
the risks and the insurance available,
and then offers a closer look with de-

tails such as limits and deductibles.
It also gives you a list of what'’s cov-
ered and what’s not under Part A of
the policy, Professional Liability (for
negligence).

We sent two of our claims counsel,
Coran Cooper-Stephenson and Mary-
anne Prohl, on a CLEBC road show to
deliver Under the covers: Discover the
insurance you need to sleep safe and
sound. This 15 minute presentation
starts by explaining the policy and its
coverage, then highlights the com-
mercial insurance policies available
to protect you from other risks, from
a big claim that costs more than the

CLAIMANT FEEDBACK

(Percentage of claimants satisfied or very satisfied with our services)

Your claim was dealt with fairly

Your claim was dealt with courteously

Your claim was dealt with in a timely fashion

The result was what you expected

The result was satisfactory

The result was adequately explained

You were satisfied with your dealings with us

M 2004 - 2017

92%
89%

M 2004 - 2013

97%
96%
100%
100%
97%
96%
97%
96%
97%
96%
100%
100%
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policy’s $1 million limit, to a non-law-
yer employee stealing your trust funds,
to a data breach. The presentation is
scheduled for more CLEBC conferences
in 2018, and a recording will then be
posted to our website.

+ We made our web information about
coverage, insurance and fraud risk
management easy to read and acces-
sible. In addition to Cover Pages, here’s
what you can find and where:

My Insurance Policy: Questions & Answers

Our plain-language explanation of the pol-
icy answers basic questions such as “How
much will my policy pay each year?”, ex-
plains what claims and activities are cov-
ered or excluded, and details your respon-
sibilities as an insured.

Commercial Liability Insurance

This page offers information about excess
and other commercial insurance for claims
that our policy does not cover. It explains that
crime (fidelity) for employee fraud or theft
can include social engineering and funds
transfer fraud coverages that will respond if
you or your bank accounts are the target of
a fraudster, and that cyber liability insurance
can respond to a loss of data or adata breach.
It includes a list of brokers through which the
majority of excess policies are sold to BC law
firms and that have information about other
insurance policies for risks you may face.

Fraud Prevention

This section delivers the information that
you need to stay safe from fraudsters. It
explains how the different scams work and
the steps that you can take to avoid get-
ting caught. It includes sections dedicated
to the “bad cheque” scam and other social
engineering frauds, real estate value and
identity frauds, and fraudulent investment
schemes. We've also added to our section
on employee fraud and cybercrimes —
frauds that are not covered under the policy

- LAWYERS INSURANCE FUND

— by giving you ten simple steps that you
can start with to protect your systems and

your data from cybercrimes.

To help you remember the importance of
understanding the scope and limits of the
compulsory policy, we will continue to use
the “Are you insured for that risk?” reminder
flag in future reports.

Part B (theft): Feedback
from victims

Each year, we report on the claims that we
pay under Part B, Trust Protection Cover-
age (TPC). These payments help address
the financial loss suffered by victims of
lawyer theft. However, ensuring that vic-
tims perceive the payment process itself as
thorough, fair and timely is a critical step in
mending another casualty of lawyer theft:
a broken trust with the legal profession. To
find out if we are effective, we ask claimants
to complete a Service Evaluation Form and
rate their satisfaction in a number of areas.
In 2014, in our special report on Part B, Trust
Protection Coverage: the first ten years, we
advised that most, if not all, claimants were
satisfied with the process and with their ex-
perience with us. In the years since, the pro-
gram has continued to engender positive
feedback, as the chart Claimant feedback
(page 5) demonstrates.

We also ask for feedback, positive (‘ku-
dos’) and negative (‘grumbles’), and follow
up if anything suggests that there is room
for improvement. When asked, “What did
you most appreciate about your experi-
ence with TPC and LIF?” claimants said:

“That it exists.”
“I thank [claims counsel] for all the
hard work and his professional work,

and | hope no one goes through what |
went through with my ex-lawyer.”

“Thank you, thank you, thank you [claims
counsel]. | am so grateful for the work
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and caring of this man. The result was
not what | expected — thank goodness
for that. | expected either to be passed
to a costly lawyer or told there was
nothing the Law Society could do about
a lawyer who closed his practice and
pulled his licence.”

“This has been an experience that has
been stress-free and an end to an oth-
erwise bad situation. Thanks, good job!”

“The professional conduct displayed
followed with kindness and com-
passion for my situation. Thank you
[claims counsel].”

2018 and beyond

Last year, we identified 2015 and 2016
as high watermark years for the program
in terms of numbers of reports and the
amounts paid in indemnity and expense.
Although we had hoped that these years
were anomalies, it appears that we may
well be dealing with an upward trend in
both. The 2018 fee has been increased to
address this, but careful practice and risk
management remain the most effective
tools for controlling the number and cost
of claims. Your commitment to both is the
key to sustaining a favourable insurance
fee in the future.
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